Chain of Custody  
This document will detail what Chain of Custody is and the risks and rewards associated with it.

A chain of custody is necessary to show that the integrity of the evidence has not been compromised during its production, as it details the precise manner in which data was collected, evaluated and preserved. The following must be included in a chain of custody log; a list of all media that was secured, the precise information that has been copied, transferred, and collected, and proof that the information has not changed hands. All electronic evidence collected must be properly documented each time the evidence is viewed, and such documentation must be made available throughout the discovery process. (If the client in the middle of the case wants to see the log, it has to be made available.) 

Chain of Custody / Audit Trails

Chain of Custody is a very important aspect of any piece of evidence. This offers insight as to original piece of media received and ownership. Any media that is to be analyzed needs to be first copied. The original copies that you receive in Discovery should never be modified in any way and should be stored in a safe place. A working copy of Discovery media needs to be created so that if any problems come up, you can still go back to the original to make another working copy. The original needs to be kept in tact for authenticity purposes as well. If by chance a firm is able to find a “smoking gun” piece of evidence, you will have to demonstrate the Audit Trail used if the authenticity of the data is challenged. Simply stated, if challenged, you need to show the process of how you came up with the supporting data, (log).

For example, let’s say you if you have 20 large sample data files on a HDD.  One of the folders on the drive has 1,850 word documents. Yet all of them have some low-level password protection. The electronic processing application reads them as indeed password protected. Yet when you open up each one in its native application it opens up just fine. However by going to the properties of the document, you can tell that certain paragraphs are password protected. You tell the client that you can manually open each file and print. This would alter the metadata. The costs will be significantly higher. Or you can convert those files to PDFs and they should convert to TIFF easily. The client chooses the latter. For chain of custody purposes that process needs to be documented. Whatever methods are used, be it sophisticated conversion or simple formatting; they have to be well documented, in case the media is challenged in court.

Because evidence can be used in court to convict persons of crimes, it must be handled in a scrupulously careful manner to avoid later allegations of tampering or misconduct which can compromise the case of the prosecution toward acquittal or to overturning a guilty verdict upon appeal. 

An identifiable person must always have the physical custody of a piece of evidence. In practice, this means that an evidence clerk will take charge of a piece of evidence, document its collection, and hand it over to another highly skilled individual for duplication. These transactions, and every succeeding transaction between the collection of the evidence and it leaving out the door, should be completely documented chronologically in order to withstand legal challenges to the authenticity of the evidence. Documentation should include the conditions under which the evidence is gathered, the identity of evidence handlers, duration of evidence custody, security conditions while handling or storing the evidence, and how evidence is transferred to subsequent custodians of the evidence for each link in the chain. Any break in this chain can result in legal ramifications. This is why chain of custody needs to be adopted. A strong procedure will also lead to your client being able to introduce all of this into evidence at trial. This is the main reason for discovery in the first place.

Are there risks associated with chain of custody? Absolutely, but having a good understanding of electronic discovery and the law will help ease the pain of this.  Chain of custody needs to be a well-oiled machine so if there is a break in the chain somewhere in this process, then the chain is broke for good. Chain of Custody must be fool proof, it must have 0 errors. If it does not, if the process is not airtight then the risks go up dramatically. This could lead to loss of clients or worse litigation. 

Other risks involved with Chain of Custody:

Lack of Privilege Waiver- There will be instances when a client requests a production asking to alter the original data. There needs to be experienced people on board when a red flag rises. An example of a red flag could be removing all unique and duplicate records of specific emails and generating a new mail store. Another example is being asked to scrub all documents of metadata, or not producing responsive data on purpose. When this occurs the client needs to sign a legal document called a privilege waiver. What this does is remove a service provider from any liability in terms of the data being produced. This form needs to also to be included in the chain of custody. 

Spoliation- This is the loss, destruction or alteration of evidence, or failing to properly preserve evidence. When a party commits spoliation, a wide range of sanctions is possible. Sanctions can include monetary penalties, exclusion of evidence, and dismissal or default judgment. 

If the utmost care is not taken to preserve the original condition of the data during electronic discovery acquisition and processing stages, spoliation can occur. Even opening a file in the application with which it was created can alter important metadata, leaving a digital analogy to fingerprints of the reviewer of the file. 

If files from the data set are opened and reviewed in their native applications, significant risks of spoliation and broken chain of custody are incurred. From a processing standpoint it is usually because of lack of education about the risks.  If someone opens an original file and presses the enter button for a carriage return and then the file is saved, then both the metadata and the contents of the file are altered. If one file from among millions is discovered at trial to have been subject to spoliation, the credibility of the entire collected data is challenged. That is why it is imperative to never work with the original data. Duplication is extremely important.

If each link in the chain of custody is secure then the issues stated here would be few and far between. For any step involved in chain of custody, automation reduces risk and cost.  Some possible strategies to make the chain of custody stay secure are.

1)  Form a chain of custody team that is experienced in the issues and pitfalls surrounding electronic discovery.

2)  Document everything.

3)  Go above and beyond what is necessary for chain of custody.

If the chain of custody is held intact and firms greatly respect the work of a service provider, then certain rewards may follow. One of the biggest rewards is being able to Streamline Discovery Management. Traditionally, law firms have split outsourced discovery work between different paper and electronic discovery vendors. However, if a law firm selects a single, specialized company, offering both electronic and paper discovery services, the law firm and its client likely will realize many administrative advantages. First, managing separate paper and electronic process platforms and review sets can be intimidating from an administrative perspective. In addition fewer “cooks in the kitchen” will promote smoother transition in everything from data collection to final billing and invoicing. 

It also gives the firm more confidence to send out even small electronic discovery projects. The theory here is why should we as a law firm consider doing even a small project like 5 DVD’s when we have a vendor that is near flawless. This takes away risk management and spoliation issues the client may encounter by doing it in-house. 

