Assessment and Harvesting This is the first step involved in the process. Determining where all the data is located and then bringing someone in to harvest that data. This is where Data Collection comes in. When a discovery request occurs an attorney could make a fatal mistake here that could have deep repercussions throughout the rest of the discovery phase. A do it yourself data collection is usually not the answer. Hiring a professional or a forensics company is the best way to go. Why? Because an employee asked to meet this discovery request may not get all relevant data, they may alter the metadata by opening a file. They may forward emails to a central location which again would alter the metadata. If the employee is printing out these documents then of course no metadata would be included. Some employees may not even know what metadata is or what it means. If an organization has multiple locations it may be difficult for an employee to decipher the location of where this electronic data is stored. Failing to find this information will mean missing crucial information and could lead to sanctions. Another strong point of using a computer forensics expert is they can recover data that was deleted. The saying 'delete does not really mean delete" is true. Because this data can still be embedded on the hard drive, an expert can recover this leading to a wealth of information.

If using a computer forensics expert choosing the right one is imperative. Failing to choose one with the proper training, tools and expertise could cost you huge delays and expenses. Some examples to consider is how long they have been in business, what certifications they have, do they outsource to another expert, recommendations from peers, what type of quality control and chain of custody measures do they have in place. It is also important to have a solid understanding of where data might be stored and what is discoverable. Listed below are a few.

· Paper

· CD's, DVD's, Zips, Hard Drives, Diskettes, Flash drives, Cameras, VHS Tapes

· Servers

· Desktops

· Laptops

· Blackberries, PDA's, Cell Phones

· Backup Tapes

Having an understanding of the specific questions to ask during the assessment phase is crucial to the success of the data collection. Contact information is the likely first step. Gather as much information as possible on the company, the heads of each department, the IT department and staff. What Networks and Servers they use. The purpose of each server, the drive letter, the type of model and what functions it serves. Are there any central data repositories?  What about backup policy? How frequent is the backup? Who is responsible for the backup? Retention policy?

Having a good understanding of E-mail in the questioning and assessment is also important. What email server do they use? Program? Does it have automatic archiving and deletion? Is it a non-standard program? Finding out how many email accounts there are and identifying each person. Internet? Internet email accounts?

Gathering data on laptops and mobile devices. Asking questions like do any employees work exclusively from home? How many business laptops have been distributed? Do any employees use their own personal laptops? How do the employees use software? Passwords? Sure, not every case will need to be this intensive but there will be times when these questions need to be asked. Especially if it is a full blown data collection.
The next phase after the data collection is complete is the first step with looking at the actual data and this could be done in a few different ways. Depending on your technology solution you can start reviewing the native documents in some sort of review tool or database. If the collection is large you may want to send it to a service provider. Where they can extract the metadata, give it a soft bates number and create a load file. Some may be able to also create a litigation support database of your choosing. Most common are Concordance and Summation. Or they may be able to load it into a review tool for you. This way you can review the documents online. 

The two main types of data are email and loose documents. However other types of data can also be reviewed such as database files. Non-data files would be audio and video files. 

The idea of native review is to be able to look at the documents in their original form. There is quite a difference in reviewing excel spreadsheets in tiff format as opposed to native. Tiff will only have the data where as native the reviewer will be able to see formulas, pivot tables, outlining and the metadata.

Another area where I see some small firms are doing is taking the native documents and creating an index with DTSearch. After doing a search and pulling up the hits they would then save those documents to a new location. Then they would review those documents to decide which are responsive and privileged. However, they fail to realize the significance this causes in altering the metadata. There are those who think metadata in unimportant. This could not be further for the truth. Remember metadata is quite important. Altering it could result in spoliation and sanctions.

Another avenue some firms do is to tiff everything and ask for the native documents also. Then they would load those tiffs into a database with a link to the natives. The only problem with this is tiffing is expensive. Usually 40-60% of the data will not be meaningful to the case. From a cost effective strategy it makes more sense to review first and then filter only the documents you need to tiff. It comes down to your needs and what you think is best for a specific project.

· Native review first and then tiff only those that are meaningful to the case.

· Send to a service provider so they can extract metadata, create load files and maybe also create a database. Then you can review that.
· Send to a service provider to tiff first with a link to the native.
· Native review first and then produce in Native.

If the option you choose is to send it to a service provider culling and filtering may be used to reduce the data set and save you money. Culling is mostly used to ignore or mark as exceptions certain file types that can not be processed. Such as system files, database files, audio/video files. This will help reduce the data set. You may even choose to not process certain files types such as excel. Instead you may ask for those to be produced to you in native. 

Another way to reduce the data population is de-duplication. There are two important theories to understand here. Elimination vs. Identification. Elimination is straight de-duplication; excludes anything identified as a duplicate. This is where the client would tell the provider to remove all duplicates. Identification however tells the service provider to include a report listing all duplicates. Why is identification more important? It works in locating files that someone maybe tried to hide under a different name. Most duplicate detection works on some sort of hash code. This is an electronic fingerprint. The same hash code will mean that they are exact duplicates.

There are a few different ways a service provider can de-duplicate. It can be global or also known as project level de-duplication. This will identify or eliminate duplicates across the whole project.

Custodian level de-duplication will identify or eliminate duplicates per custodian. This type is used mostly for an email store. 

Searching is another way to reduce the data set. When a service provider is reducing the set by keyword searching they are assuming a heavy responsibility. The best way to help them is to provide the terms in a text file and to ensure the spelling is correct. Searching could also include date ranges, filtering on file types. Types of searches:

· Boolean- Searching for information using “And”, “Or” and “Not” commands.

· Proximity- Word search where it occurs within a specific amount of lines or words of another.
· Synonym- Searching that provides other words that are similar in meaning to the primary word.

· Combined- A word search that combines Boolean, proximity, and or proximity searches.

· Sound-alike- The program will take a word and then produce a list of words that “sound” similar, and can then be searched.

· Wildcard- Wildcard symbol such as * can be used with other searches to retrieve different variation of the same word. 

Once the data has returned from a service provider another review may be necessary. This could be where more detailed attorney review is necessary. A review platform will come into place. Whether it is with a software program you have in house or are hosting it online thru an ASP. To determine for production if it will be responsive or privileged. Responsive documents will be produced. Privileged ones will be recorded and most likely put into a detailed log. Before starting this process though a production strategy is most important. Will you produce in Tiff, PDF, Native, as a database or paper? The days producing in paper may be seeing its last good days. Soon it may ride into the sunset like manual bates labeling is doing.

Is this the last set involved in the process? A detailed chain of custody log is necessary to have from a legally defensible position. Every document has to be accounted for; exceptions need to be accounted for, duplicates, and filtered documents. It is also a good idea to have a privilege log in some type of database. Down the line loading the data into a trial presentation program like Sanction or Trial Director may be necessary.
For those just getting into Electronic Discovery this will be complicated. After you have done a few it will not seem as bad. Who knows you may just start to like it over paper.
John Randall 

